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Security and data overview
How asasii events handles identity, roles, audit, personal data, payments, devices and
continuity.

Identity and access

Single sign-on With the organiser's own identity provider

Multi-factor authentication Required on every console

Attendees and vendors Sign-in with the national digital ID; the name and MyKad fill in and are
locked

At the booth till Each helper signs in to asasii pos with their own PIN

Roles

Scope Each office sees its own events and everything below it

Roles Head office admin, state officer, district officer, kampung council, event
lead, door staff and vendor

Door staff Scan tickets at their assigned gates, with no access to attendee records

Vendors Their own business only: booth applications, asasii pos and payouts

Audit

What is recorded Every change and every view of personal data, with the user and the IP
address

Retention Seven years, read only; nobody can edit or delete it

Exports Logged in the audit trail, with the user's name and the reference

Reference Every request carries a request ID, shown as the reference on errors

Where the data lives

Environment The organiser's own data centre or cloud account

Operation The organiser's IT team runs it; idataraya installs it, customises it and keeps
it current

Ownership The organiser owns the data and holds the keys and the backups
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Personal data

Law Personal Data Protection Act 2010

Consent Recorded at registration with the privacy notice version, the time, the
channel and each optional choice

Walk-ins Consent read out at the gate and recorded

MyKad Masked on screen and in exports

Retention Set per record type; a yearly purge deletes what is past its period

Requests Access, correction and withdrawal of consent, tracked

Withdrawal of consent Stops marketing messages; records are kept for reporting

Payments

Tickets and booth fees FPX and DuitNow QR, settled to the organiser's collection account

Booth sales Card and DuitNow QR settle nightly to each vendor's own bank account;
cash stays with the vendor

Vendor accounts Verified, and confirmed with a test payout before the event

Devices

Door staff app Keeps the ticket list for offline checks; queued scans upload when the
network is back

Booth terminals Lent by the organiser and returned when the event closes; each hand-over
is logged

Continuity

At the gate Scanners keep checking tickets through a network drop

At the booth asasii pos keeps selling offline and syncs when the line returns

Backup A drilled backup and restore

Monitoring and response

Connections Each integration's status checked on a schedule, with a status history

Monitoring Continuous, from within the organiser's environment

Response Severity-based response times, measured monthly
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Integration

API Documented REST with JSON

Keys Scoped, shown once when created and then masked

Finance A nightly export of approved budgets, booth fee income and vendor
payouts

asasii events is a product of idataraya Sdn Bhd (1263428-K), Kuala Lumpur. Deployed in the client's own environment,
customised and maintained by idataraya. info@idataraya.com · events.asasii.com
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